
IN THE UNITED STATES COURT OF FEDERAL CLAIMS 
Bid Protest 

  
 ) 
ORACLE AMERICA, INC., ) 
 Plaintiff, ) 
  ) 
 v.  ) No. 18-1880C 
   )  
THE UNITED STATES, ) Senior Judge Eric G. Bruggink 
  Defendant, )  
   )  
 and  )  
   ) 
AMAZON WEB SERVICES, INC., )  
  Defendant-Intervenor. ) 
   ) 
   

OBJECTION TO ORACLE AMERICA, INC. IN-HOUSE COUNSEL’ S 
APPLICATION FOR ACCESS TO INFORMATION UNDER PROTECT IVE ORDER 

Pursuant to paragraph 5 of the Protective Order in this action and Appendix C to the 

Rules of the United States Court of Federal Claims (“RCFC”), Amazon Web Services, Inc. 

(“AWS”) hereby objects to the application for admission to the Protective Order filed by Oracle 

America, Inc.’s (“Oracle”) in-house counsel Peggy Bruggman.  See ECF 29.  Oracle is already 

represented by five experienced outside counsel—the same five counsel that represented it in the 

immediately preceding Government Accountability Office (“GAO”) protest1—but now requests 

that its in-house counsel also be provided access to the Government’s procurement files and, 

potentially, competitor proposals in an ongoing procurement.  Such a request is both unusual and 

unnecessary.  It is also made more troubling by published reports indicating that Oracle has 

engaged in a broad public campaign against AWS and this procurement.2  Under these 

                                                
1  AWS understands that Ms. Bruggman was not admitted to the GAO Protective Order. 
2 See Exhibit 1 (Naomi Nix, Ben Brody and Bill Allison, Oracle Is Leading Anti-Amazon 
Lobby on Pentagon Cloud Bid, Bloomberg (Apr. 13, 2018), https://www.bloomberg.com/news/a
rticles/2018-04-13/oracle-is-said-to-lead-anti-amazon-lobby-on-pentagon-cloud-bid). 
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circumstances, the risk of disclosure significantly outweighs any purported need for Oracle’s 

in-house counsel to be admitted to the Protective Order.  Oracle’s application should be denied. 

ARGUMENT 

In reviewing an objection to an application for access to protected information, this Court 

considers (1) “the nature and sensitivity of the information at issue;” (2) “the party’s need for 

access to the information in order to effectively represent its position;” (3) “the overall number 

of applications received;” and (4) “any other concerns that may affect the risk of inadvertent 

disclosure.”  RCFC App’x C, ¶ 18(c).  Here, each of these factors weighs against admission of 

Oracle’s in-house counsel to the Protective Order. 

First, there is no dispute that the information at issue in this case is highly sensitive.  

Oracle’s Complaint emphasized at the outset the importance of the Joint Enterprise Defense 

Infrastructure (“JEDI”) procurement—which seeks a ten-year, ten-billion-dollar contract to 

provide cloud services across the DoD enterprise.  ECF 1 at 1.  And Oracle itself filed its 

Complaint under seal and with an accompanying motion for protective order.  In that motion, 

which the Court granted, Oracle explained that “[t]he proceedings in this matter will involve 

material covered by a GAO Protective Order, sensitive agency source selection information, and 

proprietary offeror proposal information.”  ECF 5 at 2. 

Indeed, the sensitivities here cannot be emphasized enough, given the early stage of the 

procurement.  Unlike in a typical post-award bid protest, the procurement here is ongoing: 

offerors have submitted initial proposals; DoD will evaluate those initial proposals and form a 

competitive range; and then DoD will conduct discussions with offerors, allowing them an 

opportunity to revise their proposals.  Any release of agency source selection sensitive 
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information or proprietary offeror proposal information could materially impact the ongoing 

competition. 

Given these heightened sensitivities, access to protected information should be limited to 

only those persons specifically necessary to conduct this litigation. 

Second, Oracle does not need its in-house counsel to access protected information in 

order to “effectively represent its position.”  RCFC App’x C, ¶ 18(c).  Oracle already has five 

outside counsel admitted under the Protective Order in this action.  See ECF 14-18.  Those same 

outside counsel represented Oracle in the immediately preceding GAO protest, which involved 

the same record and issues as those here.  Thus, arguably no counsel—whether in-house or 

outside—would be better positioned to effectively represent Oracle in this protest than those 

already admitted to the Protective Order. 

Nor does Ms. Bruggman’s application identify specific qualifications necessary for 

Oracle’s prosecution of this protest.  To the contrary, Ms. Bruggman has affirmatively 

disclaimed involvement in most “procurement-related matters,” which are the focus of the 

current action. 

Finally, to the extent Oracle would prefer that in-house counsel have access to protected 

information to supervise and/or provide general guidance in this litigation, that too is 

unnecessary.  Experienced outside counsel are intimately familiar with the constraints of 

protective orders issued by GAO and this Court, and are more than capable of operating under 

those constraints and communicating sufficient non-protected information to enable their clients 

to make informed decisions.  See, e.g., McDonnell Douglas Corp., B-259694.2, B-259694.3, 

June 16, 1995, 95-2 CPD ¶ 51 (“[I]n-house counsel stated generally that he would manage 

MDC’s outside counsel and otherwise ‘contribute’ in an unspecified manner during the protest.  
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This alone did not indicate that the in-house counsel’s access to protected material was necessary 

for MDC to pursue its protest, given the admission of MDC’s outside counsel to the protective 

order.”).  Here, such communications should be even easier than in most protests, as the public 

version of Oracle’s 97-page Complaint contains almost no redactions, enabling anyone at 

Oracle—including its in-house counsel—to discuss that unredacted information with outside 

counsel.  Thus, again, there is no need for in-house counsel to be admitted to the Protective 

Order at this juncture.3 

Third, as discussed above, Oracle already has five outside counsel admitted to the 

Protective Order.  That is more than sufficient to effectively represent its position, especially 

where those five counsel are already familiar with the record before GAO, which will 

undoubtedly be similar to the Administrative Record here. 

Fourth, the “risk of inadvertent disclosure” significantly outweighs the (non-existent) 

need for Oracle’s in-house counsel to access protected information in this protest.  RCFC App’x 

C, ¶ 18(c); see also, e.g., Fairholme Funds, Inc. v. United States, 118 Fed. Cl. 795, 798 (2014) 

(denying expert access to protected information after explaining that “[b]inding precedent 

instructs that the court ‘must balance the seriousness of potential injury [that] discovery poses 

against the need for information in the preparation of a plaintiff’s case’” (quoting Levine v. 

United States, 226 Ct. Cl. 701, 701 (1981)); Ross-Hime Designs, Inc. v. United States, 109 Fed. 

                                                
3  Should a specific need arise later in this litigation for any party to consult with in-house 
counsel regarding information designated as protected, the party may, of course, seek the release 
of that specific information, pursuant to the terms of the Protective Order.  E.g., ECF 9, ¶ 14 
(“Waiving Protection of Information”); id., ¶ 17 (“Seeking Relief from the Protective Order”).  
Until such a specific need arises, however, and in light of the heightened sensitivities discussed 
above, there is no need to preemptively provide in-house counsel access to all current and future 
protected information related to any issue and any party, as Oracle’s application requests. 
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Cl. 725, 743 (2013) (denying corporate officer of competitor access to protective order after 

finding that potential harm of disclosure outweighed party’s need for such disclosure). 

As discussed above, there is no need for Oracle’s in-house counsel to access the highly 

sensitive agency source selection and offeror proposal information at issue in this protest.  By 

contrast, there is a tangible risk of inadvertent disclosure should such access be granted.  For 

example, although Ms. Bruggman states that she does not consider herself to be involved in 

competitive decision making, she admits that at times she provides advice in connection with 

Oracle’s contemplated acquisition of other companies, and that she “assist[s] and advise[s] 

internal clients with respect to pre-litigation disputes with customers, distributors, or partners.”  

ECF 29 at 3; cf. Atl. Research Corp., B-247650, June 26, 1992, 92-1 CPD ¶ 543 (denying in-

house counsel access to protected material where he was involved with business matters such as 

mergers and acquisitions and had provided advice with respect to commercial contracts). 

While AWS trusts that Ms. Bruggman would not intentionally violate her ethical 

obligations if admitted to the Protective Order, it may be difficult if not impossible for her to 

sufficiently “compartmentalize” protected information when fulfilling her stated employment 

obligations.  McDonnell Douglas Corp., B-259694.2, B-259694.3, June 16, 1995, 95-2 CPD ¶ 51 

(“We determined that if the in-house counsel were given access to HMSC’s proprietary 

information and the agency’s source selection sensitive information, he would need to be 

continuously aware of, and to mentally compartmentalize, the potentially relevant information 

that would be nondisclosable to his MDC colleagues whenever asked for advice.”); see also, e.g., 

Hitkansut LLC v. United States, 111 Fed. Cl. 228, 239 (2013) (“Even accepting that [applicant] 

would make a conscious and sustained effort to comply with the terms of the protective order, 

the fallibility of the human brain is paramount.  It is simply impossible for a human being to 
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segregate, or ‘unlearn,’ certain pieces of knowledge.  Furthermore, Hitkansut has not made a 

sufficient showing of need in connection with its request for access by [applicant].”).  The 

inability of humans to compartmentalize is of particular importance here because Ms. 

Bruggman’s responsibilities include the review of Oracle’s “product design, marketing or 

financial documents.”  ECF 29 at 3.  As evidenced by the fact that both parties have submitted 

proposals related to this procurement, AWS and Oracle have many products that are in direct 

competition.  Because it is impossible to entirely compartmentalize information in one’s mind, if 

Ms. Bruggman were given access to AWS’s proprietary information, she would use AWS 

information—even if unintentionally—in the performance of her Oracle responsibilities.  This 

would unfairly impact AWS’s competitive position—to the benefit of Oracle. 

Moreover, AWS understands from public reporting and third-party reports that certain 

technology companies are working together to spread misinformation to the media and on 

Capitol Hill, with Oracle reported to have been leading those efforts.  See, e.g., Exhibit 1; Exhibit 

2 (Kevin Baron, Frank Konkel, Patrick Tucker, Someone Is Waging a Secret War to Undermine 

the Pentagon’s Huge Cloud Contract, Defense One (Aug. 20, 2018), https://www.defenseone.co

m/technology/2018/08/someone-waging-secret-war-undermine-pentagons-huge-cloud-

contract/150685/); Exhibit 3 (Robert J. Terry, Secret dossier, Greek philosophy, Vanity Fair: The 

JEDI cloud procurement has gotten weird, Washington Business Journal (Aug. 21, 2018), https:/

/www.bizjournals.com/washington/news/2018/08/21/secret-dossier-greek-philosophy-vanity-

fair-the.html).  Thus, again, even though Ms. Bruggman may not consider herself involved in 

traditional forms of competitive decision making, there is the distinct possibility that she may be 

consulted regarding Oracle’s reported public campaign against AWS and/or that she may find 

herself engaged in conversations directly related or adjacent to this procurement or the highly 
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proprietary business information at issue, and it would be “simply impossible for [her] to 

segregate, or ‘unlearn,’” protected information from these proceedings.  Hitkansut LLC, 111 Fed. 

Cl. at 239 (denying access to protective order). 

Accordingly, the “risk of inadvertent disclosure” also counsels against allowing Oracle’s 

in-house counsel access to protected information. 

CONCLUSION 

As discussed above, each of the factors identified in RCFC App’x C, ¶ 18(c) weighs 

against admission of Oracle’s in-house counsel to the Protective Order.  The protected 

information in this case is highly sensitive; Oracle has no specific need for its in-house counsel 

to access protected information; Oracle is already represented by capable outside counsel who 

are intimately familiar with the GAO record; and the “risk of inadvertent disclosure” 

significantly outweighs the (non-existent) need for Oracle’s in-house counsel to access protected 

information.  For each and all of these reasons, AWS respectfully requests that the Court deny 

Oracle’s application. 

December 27, 2018 Respectfully submitted, 
  
 s/ Daniel R. Forman   
 Daniel R. Forman 
 Of Counsel:  (Counsel of Record) 

 Crowell & Moring LLP 
Olivia L. Lynch 1001 Pennsylvania Avenue, NW 
Robert J. Sneckenberg Washington, DC 20004-2595 
OLynch@crowell.com Tel: (202) 624-2504 
RSneckenberg@crowell.com Fax: (202) 628-5116 
 DForman@crowell.com 

Attorneys for Amazon Web Services, Inc. 
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JOSHUA ROBERTS The Pentagon will entrust a commercial company to use cloud tech to support a wide range of DOD business and mission operations — moving massive amounts of data to the cloud and making it available for data-driven decision making.

From the Washington Business Journal:https://www.bizjournals.com/washington/news/2018/08/21/secret-dossier-greek-philosophy-vanity-fair-the.htmlSecret dossier, Greek philosophy, Vanity Fair: The JEDI cloud procurement has gotten weirdAug 21, 2018, 2:55pm EDT The sniping began as soon as the Pentagon revealed that its Joint Enterprise Defense Infrastructure procurement — a high-profile 10-year, $10 billion commercial cloud computing program to transform the Department of Defense’s IT posture in support of the warfighter — would be structured as a single award rather than multiple contracts to multiple companies.Some claimed the procurement was specially tailored for Amazon Web Services, the cloud computing arm of internet behemoth Amazon.com Inc. (NASDAQ: AMZN) and the dominant commercial cloud player. The Pentagon was ignoring industry best practices by insisting on a single award “and all the reasons that they’re citing for the need to do that fly in the face of technical reality,” one executive with a prominent government contractor told me.That complaint seems tame compared with what’s emerged in recent days.Defense One and Nextgov, sister publications in Atlantic Media’s Government Executive Media Group, reported Monday on the existence of a secret dossier, shopped to the media by a D.C. private investigation firm in recent months, purporting to prove corruption between the Department of Defense and a consulting firm with ties to the Pentagon.It’s nothing less than a “secret war” to “undermine” the procurement, the media outlets reported, with pieces of the dossier making their way into other outlets, including Vanity Fair. The glossy magazine, more accustomed to wading into New York and Hollywood gossip, described the JEDI jostling as “a new scandal quietly unfolding in Washington” that could be a sign of how Jeff Bezos and his Silicon Valley ilk are perpetuating the swamp that President Donald Trump promised to drain.Spurred by the dossier, according to Defense One and Nextgov, various reports have zeroed in on one Sally Donnelly, whose consulting firm did work for Amazon Web Services before she served as senior adviser to 

Case 1:18-cv-01880-EGB   Document 30   Filed 12/27/18   Page 21 of 22



Defense Secretary Jim Mattis. Those reports raise questions about whether Donnelly received payments from AWS for helping steer the JEDI procurement. Donnelly, DOD and AWS officials all vigorously deny those reports, saying the procurement has been transparent and will go to the most worthy vendor or team of vendors. RosettiStarr, the firm identified by Defense One and Nextgov as having prepared the dossier, declines to reveal who’s behind its efforts to connect those alleged dots. But the swirl of conjecture speaks to the high stakes involved in what heretofore has been a story confined to those of us consumed by IDIQs and cloud tech stacks — that is to say, a niche audience. What’s made this particular procurement go mainstream?The presence of Amazon certainly is a factor — it’s what prompted us to explore the emergence of AWS’s public sector business in Greater Washington government contracting in a recent cover story, after all. As the Vanity Fair story illustrates, it also touches on the storyline of a sprawling and deep-pocketed tech industry spreading its tentacles into many facets of our lives, sometimes to our detriment. Finally, there’s the disruptive upstart taking on the government tech and defense establishment, an irresistible media narrative. One member of the establishment, Oracle Corp. (NASDAQ: ORCL), filed a pre-award protest two weeks ago with the Government Accountability Office taking issue with the Department of Defense’s decision to structure the contract as a single award.In its protest, Arnold & Porter lawyers retained by Oracle accuse DOD officials of talking out of both sides of their mouths — routinely warning of the rapid pace of technological change yet insisting on awarding a single, decadelong contract sure to stifle future innovation. With disruptive technology, the only constant is change, the protest notes, helpfully including a footnote citing Heraclitus of Ephesus as the source of that wisdom.A decision from the GAO is due by Nov. 14, casting a cloud over the Pentagon’s Sept. 17 due date for JEDI bids. But as Heraclitus also said: Opposition brings concord. Out of discord comes the fairest harmony.
Rob Terry@FedBizWBJOracle's 40-page protest of the Pentagon's JEDI contract includes a footnote crediting Heraclitus of Ephesus with a passage saying "the only constant is change" when it comes to disruptive tech. Now that's some legal attention to detail.9 12:36 PM - Aug 8, 2018See Rob Terry's other TweetsRobert J. TerrySenior Staff Reporter Washington Business Journal
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